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Security is both a
eeling and a reality.
And theyOre not the

same.O NBruce Schneler |

\



OTechnology always gets
better; it never gets
worse. If something IS
di! cult and expensive
now, It will get easler
and cheaper In the
future.O NBruce
Schneiler



Security



WhatOs"#$%&'(?




OSecurity is the degree of resistance to, or protection
from, harm. It applies to any vulnerable and valuable
asset, such as a person, dwelling, community, nation,
or organization. O NWikipedia



OSSTMM" B The Open Source Security Testing
Methodology Manual:

Security Is a function of a separation. Either the
separation between an asset and any threats exists ott
does not. There are" logical and proactive ways to
create this separation:

#. Move the asset to create a physical or logical barrier
between It and the threats.
$. Change the threat to a harmless state.

" . Destroy the threat.



OComputer security, cybersecurity (cyber security), or
Information technology security (IT security) Is the
protection of computer systems and networks from
Information disclosure, theft of, or damage to their
hardware, software, or electronic data, as well as from
the disruption or misdirection of the services they
provide.O NWikipedia



OPrivacy is the ability of an individual or group to
seclude themselves, or information about themselves,
and thereby express themselves selectively.O
NWikipedia



Kinds of Security



IT-related security

E Communications

E Computer

E Internet

E Application

E Data

E Information (Ounauthorized access, use, disclosure,
disruption, modi Pbcation, inspection, recording, or
destruction of informationO)

E Network

E Endpoint (connecting devices to networks)



Physical security

E Airport & transportation

E Corporate

E Food

E Home

E Infrastructure (electricity, roads, rail, hospitals,
bridges, power plants, oil, water)

E Physical (facilities & equipment)

E Port/supply chain (transport & logistics of cargo)



Political security

E National (government)

E Public (citizens, organizations, institutions,
communities)

E Homeland (natural disasters & man-made events)

E Internal (police & military)

E International (global, international organizations)

E Human (people-centered focus on development &
human rights)



Thinking About Security



The Grand Hotel, Brighton, following an IRA bomb attack, #/&



OToday we were unlucky, but remember
we only have to be lucky once. You will
have to be lucky always.O



Humans are always the weakest link



Southampton Middle School In Virginia security policy
states that doors may only be opened by & ce after
visitors are vetted by a new $( ,( ( ( CCTV system

An OAO student C‘)open,ed the door for a woman he knew,
who had her hands fullO

Student given a one-day suspension for violating school
policy



OAnNd vyet, what the school fails to understand is that the
student was an even BETTER security system! The
student has a heart, a brain and hands. This incredible
carbon-based security system can open the door when
that makes sense!O NLenore Skenazy, Free Range Kids

blog



Security Is a)%*#"!l | not a product






The C.1.A. triangle

E Corbdentiality
E Integrity
E Avalilability



The C.1.A. triangle expanded

E Corbdentiality
E Integrity
E Avallability

E Privacy

E Identibcation |
E Authentication &

E Authorization PP AAccess Control

E Accountability




+*, - .",'&/0&'(1

Only those with su! cient privileges may access
speciPed Iinformation



2,"3%8&'(1

Ensures information isE
E Whole
E Complete
E Uncorrupted

Corruption can occur duringE
E Compilation
E Storage
E Transmission



45/&0/6&0&'(1

Information accessible to authorized users without
Interference or obstruction & In the required format

OUsersO can be either people or computers



7%&5/#(1

Information Is used only for purposes known to the
dataOs owner



2.",)'& - #/'&*,1
Ability to recognize individual users
User name, for example

Essential to establishing levels of access & authorization



4%'8",'&#/'&*,1
User proves their claimed identity
Password or picture ID, for example
~ " ways to authenticate:
E Something you know

E Something you have
E Something you are



43$'8*%&9/'&*,1

After 1dentity Is authenticated, assures that the user
has been authorized by the proper authority to access,
update, or delete information

OWhat can | use? What can | do?0

Permissions on a computer, for instance



A##+$,'16&08.(1

Assurance that every action can be attributed back toa
named person or an automated process

Tracking who did what; e.qg., logging



Incigdents



How can you tell If you have a security incident on your
hands?



Possible indicators of a security incident

E Unfamiliar bles

E Unknown programs or processes
E Unusual consumption of resources
E Unusual system crashes



Probable indicators of a security incident

E Activities at weird times

E Presence of new user accounts

E Reported attacks

E Noti bcation from security devices



DePnite Indicators of a security incident

E Use of dormant accounts

E Abnormal changes to logs

E Presence of hacker tools

E Noti bcations by partner or peer
E Noti bcation by hacker



Apple home
page, #6849



Apple home
page, #6849



Apple home
page, #6849






People overuse the word OvirusO to mean Osomething
pbad on a computerO



O/0;/%" |, short for </0&#&*$!11*=":/%" , is any
software used to disrupt computer operation, gather
sensitive information, or gain access to private
computer systemsO NWikipedia



Virus

worm
Spyware
Trojan Horse
Rootkit

Ransomware



VIrus



Self-replicating
Infects another program & uses that to spread

Alters the way a computer operates



PC: @ (((
Known vi[uses
for PCs.O

Mac: C)PC§. But
not Macs.O



PC: @ (((
Known vi[uses
for PCs.O

Mac: C)PC§. But
not Macs.O



worm



Self-replicating

Uses a network to send copies of itself to other
computers

Spreads without human intervention



#0/&& Morrls Worm IS the #st Worm

10 spread on the Internet |

986ines long ¥ Written by a$$-yr-old whose dad was at the NSA



July $( (# Code Red worm
Infects " *%( ( ( Microsoft
Web servers

Defaces websites to say
OHELLO! Welcome to
http://www.worm.com!
Hacked By Chinese!O



July $( (# Code Red worm
Infects " *%( ( ( Microsoft
Web servers

Defaces websites to say
OHELLO! Welcome to
http://www.worm.com!
Hacked By Chinese!O



Spyware



Gathers information about you & your computer use

Transmits Information to an external entity without
your knowledge or informed consent



Mac: Ol run Mac
OS X, so | donOt
have to worry
about your
spyware and
viruses.O



Mac: Ol run Mac
OS X, so | donOt
have to worry
about your
spyware and
viruses.O



How do you get spyware?

#. You willingly install spyware-laden software
$. Drive-by installs via your Web browser (extremely
rare nowadays)



KaZaA



%' Embedded Third Party Software

%' .# Cydoor [is an] advertising delivery program, which may displ ay E
banner gds, e-commerce a-ers, news headlines and other value-added
contentk

%' .$ TopSearch E regularly downloads an index of availableAltnet content
E which can be displayed in your search resultsk

%' ." Bullguard P$P E guard[s] your computer from virus attacks by ,
guarantining and deleting Ples downloaded via PSP that may have a virusk

%' ." GAIN AdServer E identi Pes your interests based on E your computer
usage and uses that information to deliver advertising messages to youk

%' .* InstaFinder E redirect[s] your URL typing errors to Inst aFinderE



Trojan Horse



Malicious program that
disguises Itself as
legitimate software

Looks harmless or useful,
but hides something

harmful (e.g., a rootkit or
ransomware)



>%*(($( (")



RoOtKiIt



Malware designed to give remote operator full control
over a computer

Masks Its existence, often by modifying anti-malware
software

Very di! cult to detect






f you do get a rootkitE






Ransomware



?1,17<;/%"1

E Malware that restricts access to an infected computer
E Demands that the user pay a ransom to the malware
operators via an anonymous payment system (e.g.,

Bitcoin) so they remove the restriction





















+06()*58%/01"@"*%'&*,1

E Ransomware that encrypts bles on the systemOs hard
drive

E User must pay ~$" ( ( within ~)$ hours

E No ransom means the encryption key is deleted, so
ples are Inaccessible forever



" #% of victims choose to pay

Di+erent ransomware operators have made between
$" D$) million



Social
Engineering




A*#&/01",3&,""%&, 3
AKA, people will tell
you anything If you
sound authoritative



ASK



WhatOs the easiest way to get sensitive information from
people?



WhatOs the easiest way to get sensitive information from
people?

Just ask



OThis is campus IT support. WeOve had a problem, & we
need to reset everyoneOs passwords on the network.
WhatOs your current username? Good. And your
current password? OK, thanks. Your new password
will be #8"' *, . Try thatin $' hours after weOvéxed
the problem.O



A woman posts an ad looking for a nanny
References & full resumZ required

Nanny responds, sending all Info

Woman never responds to nanny

OOh well,O nanny thinks

Woman turns around & posts an ad looking for a job asa
nanny



| 00K



WhatOs another easy way to get sensitive information
from people?



WhatOs another easy way to get sensitive information
from people?

| ook for It



Bank statements
Paycheck stubs
Personal letters
Applications

Transcripts

Org charts
Contact lists
Memos
Reports

Floppies

Garbage cans are a gold mine

CDs

Hard drives

Credit card
statements



The old Opassword on a stickyO trick



Your network admin gets an anonymous call: people
are posting passwords on sticky notes

The word goes out to all employees: take down your
sticky notes!

E& the o! ce dumpster now overRows with password-
plled scraps of paper



Vulnerabpllity
Scanning



nmap



nmap.org
Free & open source

Linux, Mac OS X, & Windows

Determines:
E Available computers
E Services running on computers
E Operating systems & versions
E Types of brewalls
E Much more!









Nessus



nessus.org
Free & proprietary

Linux, Mac OS X, & Windows

Determines:
E Services running on computers
E Operating systems & versions
E Vulnerabilities
E Misconbgurations
E Default passwords
E Much more!









Bothets




June $( ()

FBI announces botnet containing over #million
Windows PCs



What Bothets Are



OA botnet is a logical collection of internet-connected
devices such as computers, smartphones or IoT
devices whose security has been breached and control
ceded to a third party.O NWikipedia



B*'18"%."%o0r </!"'%

Net



B*'18"%."%o0r </!"'%




B*'18"%."%o0r </!"'%




How Botnhets Spread



Bot herders gain new zombies viaE

E drive-by downloads
E exploiting web browser vulnerabllities
E TrojJan horse programs



$( (): Google researchers examined ,*( (,( (( web
pages



Malware or Malware Installs
Safe












Botnhet Dates Bots Spam/Day
Bagle $(('D $"(,((( *) B

Akbot S(O)DS((& #"((,(((
Cutwall $(()D #*((,(((C )' B

Zeus $(()D "”((,(((*_

Conbcker $( ( &D A (C(((C # B
Ramnit  $(#O$(#  ",(((,(((
Mantis  $(# OO
Miral E:: "&(L,(((

MantIS $( $$ * 1( ( ( _ *U.S. numbers only







Storm
OProfessionalized crimewareO
$((, ?D8( (&
Controlled up to *(,( ((,( ( ( Windows PCs

Progenitor of OmodernO botnets



Worm
_|_

rootkit
_|_

spam relay
_|_

Trojan






Works like peer-to-peer network
No central location

Zombies connect to a subset of the entire Storm
network, so no one command point to take out

Communications encrypted









Storm Pgures out which researchers are probing Its
command-&-control servers, & responds with a DDoS,
taking them o+ the Net



OAs you try to investigate Storm, it knows, and it
punishes.O NSecurity researcher



Who?












OE skilled, professional software developers learning fom
their mistakes, improving their code on a weekly basis and
making a lot of money In the process.O









Spam & phishing Keylogging

Bitcoin mining Porn

DDo0S N Pltration






‘ ,

of email is spam!



ThatOs phishing with a OphO












" Q
0 of Web users."5"% look at

browser cues
















Use this simple, handy
chart to know If an email Is
phishing or not

I
Sarcasm



Bot herders use
computers
under their
control to mine
Bitcoin & other
Crypto-
currencies






#, ,&( ( dally DDoS attacks












M"("%*E"10*33&,3, often referred to as E"(0*33&,3 or
E"(6*/%.1#/)'$%&,3 , Is the action of recording
(logging) the keys struck on a keyboard, typically
covertly, so that person using the keyboard Is unaware
that their actions are being monitored. Data can then
be retrieved by the person operating the logging

program. A E"(0*33"%can be either software or
hardware.O NWikipedia



Types of info collected by a keylogger

E All keystrokes

E Passwords

E Credit card info

E URLS

E Running apps

E Instant messages
E Sent emails

E Screencaptures



Hardware keylogger



VideoGhost, a
video keylogger
that takes
screenshots
every few
seconds &
stores them






Child porn












Botnets hired out to perform services



Mirrors legitimate commercial software industry

Services & software advertised












March $( ()

Gozi Trojan steals data, encrypts It, & sends back to
owners $# ( (-$$( ( ( for basic version

Add-ons start at $$(



$( #5

DDoS attack? $#*( /week

#day of call Booding? $$( BD$* (

SMS Rooding (# ( ( text messages)? &
# million spam messages? $( (

# million phishing messages? $* ( (



S(#)

loT botnet sellers advertise simple set-up services

Minimum orders are *( B# ( hosts

$( .$*DP# per host



$( #%

DDoS attacks rented out for about $$* per hour



$(()

E Credit card & CVV: $#
E Credit card, CVV, & SSN: 34
E Full bank account: $*(



$( 1%

E SSN: $#

E Credit card & CVV: $*

E Veribed by VISA + ID: $#*

E DriverOs license: $(

E Online payment info: $ $( D$$( (

E F$009name, SSN, birth date, credit card, CVV, &
account numbers): $" ( DSHH



Everything can be outsourced

E Buy hosts for phishing site

E Buy spam services to lure victims
E Buy drops to send money to

E Pay cashier to cash out accounts



Revenues &( ()): $#(,(((,( (( per year
Glavmed operation ($( ( )DS(# ): $#(,( ( (,( ((
A+king operation ($( # ): $*( (,( ( (/month

Spamlt operation ($( ( &BOS( #B): $#(,( ( (,( ((






Sni+ers


















WhatOs &/#E™1!,& G'9%@

A program and/or device that captures the data
passing through a network

E Where data is coming from
E Where data Is going
E What the data is



www.wireshark.org





















D\

2z













Firesheep
Appeared October$) , $( #
Firefox extension

Makes #*E&"1!&."H/#E&, 8asy





















DonOt feel overwhelmed






You will lose forever your papers, photos, contacts,
music, movieskE
























" -$-# Rule of Backups



" copiles of Important bPles (e.g., an original on your
computer, a copy on a local hard drive, & another copy

online)

$ types of media backing up thebles (e.g., computer +
hard drive, or hard drive + online)

# copy otsite



When developing your backup plan, Pgure out the
following:

E your budget & the cost of backup method(s), e.g.,
service, software, hardware, storage

E el ciency & speed of backup process

E e+ort & cost required to restore your data





















#$&-bit SSL encryption during transport
Data encryption using $*, -bit AES
New & changedbles automatically uploaded

"( day archive



Service Space Users Cost

Basic $ GB # Free

Plus $TB # SHB( Iyr
Family $ TB shared #B,  $B( (/yr
Professional " TB # $( (/yr
Standard * TB shared "+ $H&( /userlyr
Advanced - "+ $P&&/user/yr




Good for backup

Great for collaboration & syncing



If you decide to sign up, please use this link

https://db.tt/IAEDATZ

| get # GB of free space & you get an extra( ( MB!



ICloud ¥ Google Nearline &
Coldline ¥ Amazon Drive
¥Google Drive ¥ Amazon
Glacier ¥ SpiderOak ¥
Acronis True Image ¥
ElephantDrive ¥ Carbonite
¥ CrashPlan ¥ Zoolz Cloud
Archive ¥ Depositit ¥SOS ¥
IBackup ¥Dolly Drive ¥
MozyHome ¥ SugarSync
¥JustCloud ¥& many
more!















Backblaze actually oters" services

#. Personal Backup: software + cloud storage
$. Business Backup: software + cloud storage
". B$ Cloud Storage: cloud storage*,0(



Storage onlylN lyou get data here yourself

-



Nice features of Backblaze B

E Order USB drive of your data for restoration

E Restore multiple older versions bles

E Automatic or scheduled backups

E Locate missing or stolen computers

E Auto threading & throttling or set your own upload
limit to conserve bandwidth

E File sharing via Backblaze B$ to share bles youOve
backed up



How do you actually back up data to Backblaze B?






Backs up all Ples automatically, including external
drives or network shares

Back up hourly or daily

Prevent backup on specbc Wi-FI networks or while on
battery power

Custom ble & folder exclusion rules



Everything encrypted before It leaves your computer
with a password you set (do,* lose this password!)

Keeps multiple versions of your Ples

Use Arqg software or cloud.argbackup.com to download
your bles



Arg software
lor |
www.argbackup.com

$*( (no subscription)















$, TB ($.( ( *%GB)/month
Free ingress, egress, & APl requests

Fast speeds up & down



Di+erent users & di+erent computers, -
each in their own 6$#E"




There are$ Arqg tools

#. Arg software + #or more other cloud backup services
$. Arg Cloud Backup service (which uses its own
customized software)






" ( -day free trial
$, /monthor$ , (/year
Unlimited computers

# TB storage included, with additional TBs $, /month
each

Download your Ples using Arg Cloud Backup software
*Opocloud.argbackup.com



(BTW!IN !Arg Cloud Backup uses Wasabi on the back
end)



| ocal


















Windows ) & #












Clone



ODisk cloning is the process of copying the contents of
one computer hard drive to another disk E A cloned
drive can replace the original, rather than simply
containing backup copies of bles.O NWikipedia



Why clone?

E Full system backup, even hidden or in-usebles

E Quickly restore a wiped drive after a security incident
or data problem

E Quickly upgrade to a new drive



A clone Is not the same as a backup!
A clone Is only as up-to-date as the last time it ran
A clone does not contain multiple versions of Ples

A clone backs up allPles on a computer



Carbon Copy Cloner






www.bombich.com

$' ( ("(-day free trial)






www.paragon-software.com/nome/br-free/

(



RememberE



Backup locally &
0+-site



Automate



Encrypt



Test!



Passworads




Most people use the same password on multiple sites

2=1*"11&" 13" 18/#E".11(*$%1)/11:*%.1=*%1<$0'&)0"&"11&!1
&,1'8"18/,.11*=1#%&<&,/0!1

A lot of people put passwords on sticky notes or In text bPles
>8"(J%"1"/1(1=*%1*'8"%!1*11"1
A lot of people choose poor passwords

>8*I"1#/,16"1#%/H#E".1&,1/1%&.&#30*$!10(1!8*%'1'&<"



Pick a good password

K*8,1'8"17&))"% & +/&,1L.146"0will make mincemeat of
poor passwords






(Mostly bad) guidelines for a good password

# DonOt use easy passwords that oneOs good advice

$. Mix of " ofthese' : Aa1# ! length, not complexity!
", At least & characters! atleast#$; | try to use "*
' . Easy to remember & hard to guesd ,* memorable!

*. Change it every% days! terrible advice



OYour password must contain at leas& letters, a
capital, a plot, a protagonist with good character
development, a twist & a happy ending.O



OThe time it takes to crack a password is the only real
way to determine its strength and value.ONCameron
Morris



None of the tricks you think make your password more
secure work



Dictionary words, e.q., persnickety  Or memoryquilt

Misspelled dictionary words, e.d., persnicketee  or
memoreekwilt

Dictionary words backwards, e.q., ytekcinsrep ~ or
thugyromem



Dictionary

Misspelled
memoreekw

Dictionary
thugyromem

ryquilt

Or

Or



Dictionary words with insertions, e.g., persnick-ity or
mem&oryquilt

Dictionary words with leetspeak, e.g., per5nickety or
memOryqullt

Dictionary words from foreign languages, e.g., ballon-
chasseur Or formalizamos  Or "#$%&"™()*+




Dictionary k-ity or
memé&orygqu

Dictionary kety oOr
memOryqul.

Dictionary ., ballon-

chasseur (




Horizontal key sequences, e.g.Qwertyuiop Or
zxcvbnm,./ Oor ZXCVBNM<>?



Horizontal key sequences, e.g.Qwertyuiop Or
zxcvbnm,./ Oor ZXCVBNM<>?



Horizontal key sequences, e.g.Qwertyuiop Or
zxcvbnm,./ Oor ZXCVBNM<>?



Horizontal
zxcvbnm,./




Diagonal key sequences, e.g.gazsedcftgh  or
SEDCFTOYHNJIS



\ d p)
b 7
7 \ y
’ ' g " q

N ‘( | ' \ &

v ’ : \V' ‘ k
! } \

\ I AP
R ( \ ) ¢ e,
h ( 3
4 (N 4
7 \ V)
i T\ .
) ' \‘. ‘
b ) ) !
) (W 4
J Y /
% d \
\ \ ) U] h
-. A ‘
\ D,
: /‘ 1\‘ (] M
\ r ' a
) \ [
d Y l/

74
R ';\ S
>

Diagonal key seguences, e.g.gazsedcftgb
SEDCFTOYHNJIS

Or



Diagonal key sequences, e.g.gazsedcftgh  or
SEDCFTOYHNJIS



Diagonal k
SEDCFTOoY}













HereOs a method for picking a good password:

#. Select a poem, song, or saying that you know
$. Isolate the brst letter of each word
" . Keep any punctuation



C)Where it began I CanOt begln to know Whe

But then | know |tOs grome strongO




C)Where it began I CanOt begln to know Whe

But then | know |tOs grome strongO







Anwyccdfyawycdfyc



Anwyccdfyawycdfyc



OIOm gonnlaght Oem ﬂa

A seven nation army couldnOt hold me bac
TheyOre gonna rlp |t @O




OIOm gonnlaght Oem ﬂa

A seven nation army couldnOt hold me bac
TheyOre gonna rlp |t @O




OIOm gonnkght Oem o,
A seven nation army couldnOt hold me back,
TheyOre gonna rip it & O
|
lgfeo,A7nachmb, Tgrio



OIOm gonnkght Oem o,
A seven nation army couldnOt hold me back,
TheyOre gonna rip it & O
|
lgfeo,A7nachmb, Tgrio



OThereOs a Iady whoOs sure aII that glltters S O
and sheOs buying a stairway to heavenO

M".1C))"08.12Ncame outin #9#



OThereOs a Iady whoOs sure aII that glltters S O
and sheOs buying a stairway to heavenO

M".1C))"08.12Ncame outin #9#



Ol said a hip, hop, the hippie, the hippie
To the hip hip-hop, and you donOt stop
The rock it to the bang-bang, boogie say Oup jumpO
The boogie to the rhythm of the boogie the beat.O
|

IsanhththTohhhaydsTrittobbsupTbttrotbtb



Ol said a hip, hop, the hippie, the hippie
To the hip hip-hop, and you donOt stop
The rock it to the bang-bang, boogie say Oup jumpO
The boogie to the rhythm of the boogie the beat.O
|

IsanhththTohhhaydsTrittobbsupTbttrotbtb



OHot hot hot hot stu+ hot hot hotO
I

Hhhhshhh



OHot hot hot hot stu+ hot hot hotO
I

Hhhhshhh



Another method for picking a good password:

#. Look around your room, or out the window, or In a
magazine

$. Choose" or' random items

" . Separate those items with a special character, e.g;

or + or$



This Is very good
advice!









Another method for picking a good password: use a
)/1H8%/!" |, basically a sentence with spaces In It



' Spaces donOt magically make a passphrase


















Use a)/!!;*%.1!/="  or )/'l;*%.1</,/3"%
Generate lengthy, dil cult passwords
Securely store passwords & other sensitive data

You only need to memorize# passwordNthe one that
opens your password safe



Lots of password managers

#Password ¥ B-Folders ¥ Bitwarden ¥ Dashlane ¥ Enpass
¥ KeePassXC ¥ Keeper-¥tLastPass ¥ mSecure ¥ Password
Safe



"HE UHE (H)F U+ | " # S Yo#

Very spotty security record with several breaches,
Including one In which user records were completely
compromised, including passwords!



KeePassXC
Fork of KeePassX, which was a fork of KeePass
www.Keepassx.org

Free & open source






| : DMG Installer or Homebrew

I . Microsoft Store, Installer ( # / #%), Legacy () / & &#),
Portable, Chocolatey, Windows Package Manager

@: Appimage, Snap, Flatpak / Arch, Debian, Fedora,
Gentoo, OpenSUSE, RHEL&, Ubuntu

Browser extensions: Chromium-based browsers (e.g.,
Chrome, Brave, Vivaldi, Edge) & Firefox
























KeePassXC developers do not make mobile apps, but
they recommend some

I0S. Strongbox & KeePassium

' KeePassDX & KeePas®Android



@ 1Password

H#Hoassword.com

An excellent cross-platform password manager with a
deep bench of cryptographers & security experts






#HPassword for # person: $", /yr

E Unlimited passwords & #GB document storage

E Email support

E ", * day item history to restore deleted passwords
E Travel Mode

#HPassword Families: $, ( /yr for * people

E Additional member are $ #$/yr
E Shared vaults
E Recover accounts for locked-out members



A 5/30' Is a collection of passwords, serial numbers,
credit card numbers, & other secured data

With #Password Families, every user gets her own

private vault, & she can create other private or shared
vaults

The family also gets# vault that Is shared among
everybody



















































Document









Bank Account.



‘Database



DriverOs License






-









 Social Security Number!



Software License






Mark items as Favorites












Move items from one vault to another









So how do | use#Password?









 Click into the Username or Password beldE .



#Password icon

List of logins that |
'match the domain
(In this case, only #)




Just prss Lo In (or st#Paswor '
to automatically do that for you)







 This seting s bne for most eopl, but

| prefer to leave It o+ & manually

create a new login item In which | paste
in the domain name (e.g., )&

generate a password




What If you need to enter information in an app?

Or for some reason,#Password canOt detect what
webpage you are on?

Or you Jjust need Info stored In #Password?









| can now use, / Enter to autobll Pelds In browsers or apps



 Or use key commands jg
to copy specic data |




Watchtower protects you


















Pro-Tip: Leave o+

/ & just use
the domain, e.g., |













Demo?



DonOt forget to change the default administrator
password on your router!

Default passwords are well known



D-Link DI- ) (' :- & admin
Intel Wireless $( ## - & Intel
Netgear RT" ## admin & 1234

SonicWall: admin & password

TP-LINK: admin & admin









Conclusions




Educate yourself
(& others!)



You can be securet

* If you use your head, act carefully, & understand that security Is a continuous process that
never ends



Thank you!

scott@granneman.com
www.granneman.com
@scottgranneman
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Changelog

$( $*-(#3$( #): Updated screenshots & details for
#HPassword

$($ -('-(&#, : Updated theme to Granneman ##";
minor Pxes & corrections; got rid of Passfault slides &
replaced with WhatlsMyIP.comOs Password Strength
Test; completely reorganized & improved advice for
creating a good password; reorganizedg#Password
section a bit; added songs where lyrics where mentioned



Changelog

$( $$-##-#, #.*: Updated theme to Granneman #.) ; bxed
minor errors; updated many images & screenshots;

added many citations (but many remain to do); improved
content In many places; completely re-did #Password;
replaced KeePassX with KeePassXC; updated a few logos

$( $#("-# #' : Added further considerations under
CRORL?$0"1*=1B/#E$)'added details re: #Password

pricing;



Changelog

$( #% (' -# #" . Updated theme to Granneman #*; Pxed minor
formatting errors; updated S,0&," to remove CrashPlan,
mention other services, & add Backblaze & Arg; updatedM*#/0
to add Windows # , remove CrashPlan, & add Arq; updated
B*',"! :changed title to add L1A*0$'&*,!; added CRCHRL?$0"1*=1
B/#E$)' section

#.$: Added detalils to +24T; new slide on Dropbox

$( :/:1:9 _( "o
pricing

# Moved content to new format

$( 1 _( " _$* H




Licensing of this work

This work is licensed under the Creative Commons Attribution-ShareAlike ' .( International License.
To view a copy of this license, visit http://creativecommons .org/licenses/by-sa/ ' .( /.
You are free to:

I:EAS/%"IS! copy and redistribute the material in any medium or f ormat
E4./)) N remix, transform, and build upon the material for any purpose, even commercially

Under the following terms:

4"%&6%'&*,. You must give appropriate credit, provide a link to the license, and indicate if changes were made.

You may do so in any reasonable manner, but not in anyway that suggests the licensor endorses you or your
use. Give credit to:

"H$5%& ())*+()%, Yo---./"())*+()."#+%,%0" #$$1/ ))*+()."#+%

A8/%"140&EIf you remix, transform, or build upon the material, you must distribute your contributions under
the same license as the original.

U*1/..&'&*,/01%"!'"%&#'&*,. You may not apply legal terms or technological measues that legally restrict others
from doing anything the license permits.

Questions? Email scott@granneman.com



